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Benefits
» Data protection * Investment protection * Customer protection
Keep your system data protected Protect the system you paid for and  Protect your customers data and build
and prevent intrusions, data leaks  prevent the money loss caused by a long term, trust based relationship
and data misuse. intrusions and system abuse. that will be of benefit to both parties.
* Higher system up-time * Better performance * Network security

Keep your system up and running, Prevent customer complaints and By securing your SIP phone system
preventing all kinds of attacks that  low system performance caused by  drastically improve the overall security
could cause your system to fail. the network attacks. of the entire company network.

Key features

+ Advanced Attack Detection * Pattern Recognition * TFTP Brute Force Detection
* SIP Protocol Anomaly Detection * Black List / White List « Admin Notifications

» Dynamic Configuration * Dynamic Block/Unblock of IPs  « Real Time SIP Monitoring
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SIP Protection Purpose

sipPROT prevents those scenarios!
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How it works

SipPROT does constant, LIVE SIP Traffic monitoring. After an attack is detected, sipPROT
updates the firewall rules and blocks IP addresses from which the attack is coming, for a
specific amount of time. If attacks stop in a certain period of time, sipPROT unblocks that
IP addresses automatically.

This allows sipPROT to block attacks more efficiently than most other solutions. In case of an
attack the sipPROT will notify administrator asap. In addition, sipPROT generates reports and
sends them to the administrator every hour.

Black / White List

Users are able to place a specific IPs on Black list
(blocking them out permanently) or on a White list
(allowing unrestricted access).
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Bicom Systems (USA) Bicom Systems (CAN) Bicom Systems (UK) Bicom Systems (France)
3801 South Ocean Drive.  126C Hampton Rd Rockware Centre 188 Route de Blessy
Hollywood Suite# 316 5 Rockware Avenue St. Quentin

Florida Rothesay London Aire-sur-la-Lys

33019 NB - E2E 2N6 UB6 0AA 62120

United States Canada United Kingdom France

Tel: 1-619-760-7777 Tel: +1-647-313-1515 Tel: +44 (0)20 33998800  Tel: +33361 08 01 32
Fax: +44 (0)20 3399 8801  Tel: +1-506-635-1135 Fax: +44 (0)20 3399 8801  Fax: +44 (0)20 3399 8899
sales@bicomsystems.com sales@bicomsystems.com sales@bicomsystems.com sales@bicomsystems.com

Vision Statement

Mission Statement

Overview

Stay Up to Date!
Follow the latest news from the industry
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